DefensePro, Inc.

9108 Pittsburg Ave, Ste 101
Rancho Cucamonga, CA 91730
877-374-3744 FAX 888-374-3749 E-Mail: info@DefensePro.COM

Dear Sir or Madame:

This letter is being presented to you because you have asked that DefensePro sign a
Business Associate Agreement under HIPAA Regulations before you will release records
to us. We are very familiar with the HIPAA regulations and can assure you that such an
agreement is NOT required (nor should it be used) when a Subpoena or signed
Authorization has been served by DefensePro.

The Standards for Privacy of Individually Identifiable Health Information Regulation
Text covers when and how you (herein “Covered Entity””) must release Patient Health
Information (herein “PHI”) to a third party. The pertinent sections cited below have been
attached for your convenience. CFR 8164.502 — Uses and disclosures of protected health
information: general rules details the only situations (items ‘a’ through ‘j’) whereby some
or all of the PHI records in your possession may be disclosed. Authorizations and
Subpoenas are listed under subsection (a) which describes a “Standard” disclosure:

[] Authorization: CFR §164.502 subsection (a)(1)(iv) instructs you to disclose
PHI records in a “Standard” manner when served with a signed Authorization. No
Business Associate Agreement is required under this subsection. Your actions
regarding this Authorization are also governed by California Evidence Code §1158,
which requires release of said records to DefensePro, Inc. within 5 business days,
and limits the fees you may charge to only $15.

| Subpoena: CFR §164.502 subsection (a)(1)(vi) instructs you to disclose PHI
records in accordance with any document or procedure defined under CFR
8164.512, which includes subsection (e) (ii) In response to a Subpoena... Neither
section requires a Business Associate Agreement, nor should one be used in
response to a Subpoena, Discovery Request or Court Order.

Subsection (a) has nothing to do with Business Associates or a Business Associate
Agreement. You will find that information further down the text in subsection (e).

Business Associate: Companies or individuals with whom the Covered Entity (you)
have contracted with for something like Billing, Transcribing, scanning files to computer
imaging systems, etc. where the person or company may have access to PHI records would
fall under subsection (e) and require a Business Associate Agreement. DefensePro does
NOT fall into that category. DefensePro is NOT doing business with you. DefensePro has
served you with an Authorization or Subpoena which is an entirely different process and
clearly falls under CFR 8164.502 subsection (a), not (e).



Look at it this way: you are a witness in a litigation matter to which you are not a party
and not a business associate to any of the related parties or their agents (in this case
DefensePro).

A Business Associate Agreement includes responsibilities and hold-harmless clauses
that are far beyond the scope of the Subpoena/Authorization process we are performing.
Therefore, you can imagine our reluctance to sign such a document when it clearly isn’t
required by the Regulation.

We understand the concerns and confusion these new Regulations have caused your
company and are here to assist you in complying with our Authorization or Subpoena.
Please feel free to contact the undersigned if you have any further questions or concerns.

Sincerely,

DefensePro, Inc.
(877) 374-3744, Extension 154
INFO@DefensePro.com

Attachments:
HIPAA Sections 164.510 and 164.512

P.S. — You may view the entire text of the Regulation, as well as view other information
regarding HIPAA at http://www.defensepro.com/whitepapers/hipaa.html.
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as amended, 20 U.8.C. 1232g;
(ii} Records described at 20 ULS.C.
12322} BHiv}; and
(i1} Employment records held by a

covered entity in its role as employer.

Psychotherapy fotes means notes recorded

i any medium} by a health care provider
whois @ Lhealth professional
documenting or analy=sgthe contents of
conversation during a private c3 L
session or agroup, joint, or family counselTm
session and that are separated ffom the rest of
the individual's medical record.
Psychotherapy rotes excludes medication
prescription and monitoring, counseling
session start and stop times, the modalities
and frequencies of treatment furnished,
results of climical tests, and any swrmmary of
the following items: disgnosis, functional
status, the treatment plan, symptoms,
prognosis, and progress to date.
blic health authoriyy means an agency or
authORgy ofthe United States, a State, a
territory, awglitical subdivision of a State or
territory, or an wdian tribe, or & person or
entity acting under ant of authority from
or contract with such pubs

is responsible for public health matters as p
of its offi cial mandate.
ired by law means a mandate

of Taw. Regquired by law includes, bl
limited to, court orders and court-ordered
warmants; subpoenas or summons issued by a
court, grand jury, a governmental or tribal
inspector gemeral, or an administrative hady
amthorized to require the production of
information; 4 civil or 2n authorized
investigative demand; Medicare conditions of
participation with respect to health care
providers participating in the program; and
statutes or regulations that require the
production of inform ation, including statutes
or regulations that requirs such information 1f
payiment is sought under a government
program providing public benefits.

Research means a systematic investigation,
including research development, testing, and
evalnation, designed to develop or contributs
to generalizahle kmowledge.

Treatment means the provision,
coordination, or management of health care
and related services by one or more health
care providers, including the coordination or
management of health care by a health care
provider with a third party; consultation
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hetween health care providers relating to a
patient, or therefiaral of a patient for health
care from one health care provider to another.

Fiez means, with respect to individually
identifiable health information, the sharing,
employment, application, utilization,
examination, or analysis of such information
within an entity that maintains such
information.

§164.502 Uses and disclosures of
protected health information: general
rules.

(&} Standard. A covered entity may not use
or discloss protected health information,
except as pemmitted or required by this
subpart or hy subpart C of part 160 of this
subchapter.

(1} Permitted uses and disclosures. A
covered entity is pemmitted to use or disclose
protected health information as follows:

(i} To the individual;

(i1} For treatment, payment, or health care
operations, as parmitted by and in compliance
with § 164.506;

(i1i} Incident to & use or disclosure
otherwise permitted or requirsd by this
subpart, provided that the coversd entity has
complied with the applicable requirements of
§ 164.502(b}, § 164.514(d}, and § 164.530(c}
with respect to such otherwise pemmitted or
uired use or disclosure;

v} Pursuant 1o and In compliance with
an authorization that complies with §
164.508;

(v} Pursuant to zn agreement under, or as
otherwise pemmitted by, § 164.510; and
(vi} As pamitted by and in compliznce
with this section, § 164.512, or § 164.514(¢),
(8 or (g).

(2} Required disclosures. A covered entity
is required to disclose protected health
information:

{1} To an individual, when requested
under, and as required by §§ 164.524 or
164.528; and

(if} When required by the Secretary wnder
subpart Cof pant 160 of this subchapter to
mvestigate or determine the covered entity's
compliance with this subpzrt.

(0} Starudard: minimum recessary

(1} Minimum necessary applies. When
using or disclosing protected health
information or when reques ting protected
health information fiom another covered
entity, a covered entity must make reasonable
efforts to limit protected health mformation to
the minimim necessary to accomplish the
intended purpose of the use, disclosurs, or
request.

(2} Minipnm necessary does not agply.
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This requirement does not apply to:

(i} Disclosures to or requests by ahealt
care provider for treatment;

(i1} Uses or disclosures made to the
individual, as permitted under paragraph
{(a}(1}1} of this ssction or as required by
paragraph (a}(2}(1) of this section;

{iti} Uses or disclosures made pursoant
to an authorization under § 164.508;

(iv} Disclosures made to the Secretary n
accordance with subpart & of part 160 of'this
subchapter;

(v} Uses or disclosures that are required
by law, as described by § 164.512(a); and

(vi} Uses or disclosures that are required
for compliance with applicable requirements
of this subchapter.

(¢} Standard. wses and disclosuresof
protected health information sulject to an
agreed wpoR Festriction. A coversd entity
that has agresd to a restriction pursuant to §
164.522(a¥1} may not use or disclose the
protected health information covered by the
restriction inviolation of such restriction,
except as otherwise provided in § 164.322(a).

(d} Standard: uses and disclasures af de-
identified protected health information

(1} Uses and disclosures to create de-
identified mformation. A covered entity may
use protected health infommation to create
information that is not mdividually
identifiable health information or disclose
protected health information only o &
business associate for such purpose, whether
or notthe de-identified information is to be
used by the covered entity.

(2} Usex and disclosmures of de-identified
information. Health information that meets
the standard and implementation
specifications for de-identification under §
164.514(a} and (b} s considered nottobe
individually identifiahle health infommation,
i.e., de-identified. The requirements of this
subpart do not apply to information that has
heen de-identified in accordame e with the
applicable requirements of § 164.514,
provided that:

(i} Disclosure of a code or other means of
record identification designed to enable coded
or otherwise de-1dentified information tg
re-identified constitutes disclosure
protected health information;

(if} If de-id entifi ed iplefmation is re-

or required by this subpart.
tardard: disclosures to business
associates.

(i} A covered entity may discloss
protected health information to & business
associate and may allow a business associate

Subsection
(e) is for
Business
Associates
and is an
entirely
different
subsection
from (a).




... Continuation of §165.502(¢)
— Business Associates.

to create orreceive protectsd health
infommation on its behalf, if the coverad entity
obtains satisfictory assurance thatthe
business associate will appropriately
safeguard the information.

(i1} This standard does not apply:

(A} With respect to disclosures by a
covered entity to a health care provider
conceming the treatment of the mdividual;

(B} With respect to disclosmres by a
group health plan or 4 health insurance issuer
or HMO with respect to a group health plan
to the plan sponsor, to the extent that the
requirements of § 164.504(f) apply and are
met; or

(C) With respect to uses or disclosures
by a health plan that is 2 Fovemment program
providing public benefits, if eligibility for, or
enrollment in, the health plan is detenmined
by an agency other than the agency
administarmg thehealth plan, or if the
protected health information used to
detennine enrollment or eligibility inthe
health plan is collected by an agency other
than the agency administering the health plan,
and such activity is authorized by Taw, with
respect to the collection and sharing of
individuzlly identifiable health information
for the performance of such fimetions by the
health plan and the agency other than the
agency administering the health plan,

(1ii} A covered entity that viclates the
satisfactory assurances it provided as a
business associate of another covered entity
will be in noncompliznce with the standards,
implanentation specifications, and
requirements of this paragraph and §
164.504(e}.

(2} Implemerniation specification:
documentation. A covered entity mmst
document the satisfactory assurances required
by paragraph (g}(1} of this section through a
written contract or other written agreement or
arrangement with the business associate that
meets the applicable requirements of §
164.504 (&},

(£} Standard. deceased individuals. A
covered entity must comply with the
requirements of this subpant with mespect to
the protected health mformation of &
deceased individual

(g3 1} Standard: personal representatives.
As specified in this paragraph, a covered
entity must, except as provided in paragraphs
(e}(3} and (gh(5} of this section, reata
personal representative as the individual for
purposes of this subchapter.

(2} Inplementation specification: adulis
and emancipated minors. If under applicable
law & person has authority to act on behalf of
an individual who is an adult or an
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emancipated minor in making dedsions
related to health care, a covered entity must
treat such person as a personal representative
under this subchapter, with respect ta
protectad health infommation relevant to such
personal representation.

(3} Implemeniation specification.
uRemancipated minors.

(i} Ifunder applicable law a parent,
guardizn, or other person acting i loco
parentis has authority to act on behalf of an
individual who is an unamancipated minor in
making decisions related to health care, a
covered entity must treat such person as a
personal representative under this subchapter,
with respect to protected health infommation
relevant to such personal Tepresentation,
except that such person may not be a personal
Tepresentative of an unemancipated minor,
and the minor has the suthority to act as an
individual, with respect to protected health
information pertaining to a health care
service, ift

(A} The minor consents to such health
care service; no other consent to such health
care service is required by law, regardless of
whether the consent of another person has
also been obtained; and the minor has not
requested that such person betreated as the
personal represent ative;

(B} The minor may lawfully obtain such
health care service without the consent of a
parent, guardian, or other person acting in
loco parentis, and the minor, a court, or
another person authorized by law consents to
such health care service; or

(C} A parent, guardian, or other person
acting i loco parentis 4ssents to an
agreement of confidentiality between a
covered health care provider and the minor
with respect to such health car s service.

(11} Notwithstanding the provisions of
paragraph (g} 331} of this section:

(A} If, and to the extent, permitted or
required by an applicable provision of State
or ather law, including applicabls case law, a
covered entity may disclose, or provide
access in accordance with § 164.524 to,
protected health information about an
unemancipated minor to & parent, guardian,
or other person acting in loco paraitis,

(B} It, and to the extent, prohibited by
an applicable provision of State or other law,
ncluding applicable case law, a covered
entity may not disclose, or provide access n
accordance with § 164.524 to, protected
health information about an unem ancipated
minor to & parent, guardian, or other person
acting in loco parendis; and

(T} Where the parent, guardian, or other
person acting # loco paraitis, is not the
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personal representative under paragraph
(E}3HANAY (BY, or (C) of this ssetion and
where there is no applicable access provision
under State or other law, including case law, a
covered entity may provide or deny access
under § 164.524 to a parent, guardian, or
other person acting i# {oco parentis, if such
action is consistent with State or other
applicahle law, provided that such decision
must be made by a licensed health care
professional, in the sxercise of professional
judgment.

(4} Implementation specification:
deceased individuals. Ifunder applicable law
an executor, admini strator, or other person
has authority to act on behalf of a deceased
individual or of the individual's estate, a
covered entity must treat such person as a
personal representative under this subchapter,
with respect to protected health infonmation
relevant to such personal representation.

(5} Implementation specification: abuse,
reglect, erdangerment SHLATORS
Notwithstanding a State law or any
requirement of this paragraphto the contrary,
a covered entity may elect not to treat a
person as the parsonal representative of an
individual if:

(i} The covered entity has & reasonahle
helief that:

(A} The individual has been or maybe
subjected to domesti ¢ violence, abuse, or
neglect by such person; or

(B} Treating such person as the personal
representative conld endanger the individual;
and

(ii} The covered entity, in the exercise of
professional judgment, decides that it is not
in the hest interest of the individual to treat
the person as the individual’s personal
Tepresent ative,

(h} Standard: confidential communications
A coveaed health care provider or health plan
must comply with the applicable
requirements of § 164,522 (b} in
commumicating protected health information.

(1} Standard. wses and disclosures
consistent with notice. A coversd entity that
is required by & 164,520 to have a notice may
not use or disclose protected health
infomnation in & manner inconsistent with
such notice. A covered entity that is required
by § 164.520(b}(1}{iii} to include a specific
statermnent in its notice 11t intends to engage
in an activity listed in §

164,520 (1} A}-(C), may not use or
disclose protected health information for such
activities, unless the required statement is
incladed i the notice.

(1} Standard: disclosures by whistleblowers
and worlforce member cFime Victims.



8164.512 includes Subpoenas and is referenced in
8164.502(a)(1)(vi) as a “Standard” Disclosure. See subsection

(e) on the following page.
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and

(B} In the individual’s best interest &
determined by the covered health care
provider, in the exercise of professional
judgment.

(if} The covered health care provider
must inform the individual and provide an
opportunity to object to uses or disclosures
for directory pumposes as required by
paragraph (a}(2} of this section when 1t
becomes practicabls to do so.

(0} Standard: wees and disclosures for
involvement in the individual 's care and
notification purposes.

(1} Permitted uses and disclosures.

(i} A covered entity may, in accordance
with pargraphs (W}(2} or (3} of this section,
disclose to a family member, other relative, or
a close personal friend of the individual, or
any other person identified by the individual,
the protected health information directly
relevant to such peson’s involvement with
the individual’s care or payment related to the
individual’s health care.

(i1} A covered entity may use or disclose
protected health mformation to notify, or
assistin the notification of (including
identifying or locating}, a Bunily member, &
personal representative of the individual, or
another person responsible for the care of the
individual of the individual’s location,
general condition, or death. Any such use or
disclosure of protected health information for
such notification purp oses must be In
accordances with paragaphs (32}, (33, o (4}
of'this section, as applicable.

(2} Uses and disclosures with the
individual present If the individual is
present for, or otherwise availableprior to, a
use or disclosure pemmitted by paragraph
(h}(1} of this section and has the capacity to
make health care decisions, the covered entity
may use or disclose the protected health
infommation if it:

(1} Obtains the individual’s agreament;

(11} Provides the individual with the
opporunity to object to the disclosurs, and
the individual does not sxpress an ohjection;
or

(111} Reasonahly infers from the
circurnstances, based the exercise of
profisssional judgment, that the mdividual
does not chject to the disclosure.

(3} Limited uses and disclosures when the
individual & not present. If the individual is
not present, or the opportunity to agres or
object to the use or disclosure cannot
practicably be provided because of the
individual’s incapacity or an smergency
circumstance, the covered entity may, in the
exercise of professional udgment, detamine

whether the disclosure is in the best interests
of the individual and, if'so, disclose only the
protected health information that is directly
relevant to the person’s involvement with the
individual’s health care. A covered entity
may use professional udgment and its
experience with common practice to make
reasonable inferences of the individuzl’s best
interest in allowing 4 person to act on behalf
of the individual to pick up filled
prescriptions, medical supplies, X-rays, or
other similar forms of protected health
information.

(4} Uise and disclosures for disaster relief
purposes. A covered sntity may use or
disclose protected health information to a
public or private entity suthorized by law or
by its charter to assist in disasterrelief efforts,
for the purpose of coordinating with such
entities the uses or disclosures pemmitted by
paragraph (b}(1}(if} of this section. The
requirements in paragraphs (b}(2} and (3} of
is section apply to such uses and disclosure
o the extent that the covered entity, in the
xercise of professional judgment, determines
at the requirements do not interfere with the
ility to respond to the smergency
curmnstances.

§164.512  TUses and disclosures for which
an authorization or opportunity to agree
or object is mot required
A covered entity may use or disclose
protected health information without the
written authorizztion of the individual, as
described in § 164,508, or the opportunity for
the individual to agree or object as described
in § 164.510, in the sinations covered by this
section, subject to the applicable
requirements of this section. When the
covered entity is required by this section to
infomn the mdividual of, or when the
individual may agree to, a use or disclosure
permitted by this section, the covered entity’s
information and the individual's agreement
may be given orally.

(&} Standard: wses and disclosures required
By law,

(1} A covered entity may use or disclose
protected health information to the extent that
such use or disclosure is required by law and
the use or disclosure complies with and is
limited to the relevant requirements of such
Taw.

(2} A coversd entity mmst meet the
requirements described in paragraph (c), (e},
or (f} of this section for uses or disclosures
required by law.

(h} Siendard: wees and disclosures for
public health activities

(1} Permitted disclosures. A covered
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entity may disclose protected health
information for the public health activities
and purposes described in this paragraph to:

(i} A public health zmthority that is
authorized by law to collect orreceive such
nformation for the purpose of preventing or
cortrolling disease, Injury, or disahility,
including, but not himited to, the reporting of
disease, injury, vital events such as birth or
death, and the conduct of public health
survefllancs, public health investigations, and
puhblic health interventions; or, at the
direction of a public health authority, to an
official of'a foreign government agency that
is acting in collaboration with & public health
authority;

(i} A public health authority or other
appropriate government authority authorized
by law to recetve reports of child abuss or
neglect;

(111} A person subject to the jurisdiction
of the Food and Drug Administration (FDA}
with respect to an FDA-1egulated product or
activity for which that person has
responsibility, for the purpose of activities
related to the quality, safety or effectiveness
of such FDA-regulated product or activity.
Such purposes include:

(A} To collect or report adverse ¢vents
(or similar activities with respect to food or
distary supplements}, product defects or
problems (including problems with the use or
labeling of a product}, or biclogical product
deviations;

(B} To rack FDA-regulated products;

(T} To enahle product recalls, repairs, or
replacement, or lookhack (including locating
and notifying individuals who have received
products that have been recalled, withdrawn,
or are the subject of lookback); or

(D} To conduct post marketing
surveillance;

(v} A person who may have been
exposed to & communicable diseass or may
otherwise be at risk of contracting or
spreading & disease or condition, if the
covered entity or public health authority is
authorized by law to notify such person as
necessary In the conduct of a public health
intervention or investigation; or

(v} An emplover, ahout an individual
who is a member of the work force ofthe
employer, if:

(A} The coversd entity is a coversd
health care provider who is a member of the
workforee of such employer or who provides
health care to the individual at the request of
the employer:

({} To conduct an evaliation relating
to medical surveillance of the workplace; or
&} To evaluate whether the individual



has a work 1elated illness or injury;

(B} The protected health information
that 15 disclosed consists of findings
conceming a work-related illness or injury or
a workplace-related medical surveillance,

(€} The employer needs such findings
in order to comply with its obligations, under
29 CFR parts 1904 through 1928, 30 CFR
parts 50 through 90, or under stats law having
a similar purpose, to record such ilness or
imjury or to camy out responsibilities for
wokkplace medical surveillmnce; and

(D} The coversd health care provider
provides written notice to the individual that
protected health information relating to the
medical survelllance of the workplace and
work-related illnesses and imjuries is
disclosed to the employer:

(I} By giving a copy of thenotice to
the individual at the time the health care is
provided; or

(2} If the health care is provided on the
work site of the employer, by posting the
notice in a prominent place at the location
where the health care is provided.

(2} Permitted uses. Ifthe covered entity
also is a public health authority, the coversd
entity is pemnitted to use protected health
information in all cases In which it is
permitted to disclose such information for
public health activities under paragraph (b}(1}
ofthis section.

(c} Standard: disclosures about victims of
abuse, neglect or domestic violence.

(13 Permitted disclosures. Except for
reports of child abuse or neglect permitted by
paragraph (h}{1}{ii} of this section, a covered
entity may disclose protected health
infommation shout an individual whom the
covered entity reasonably belisves to be a
victim of abuse, neglect, or domestic violence
to a government authority, including a social
service or protective services agency,
authorized by law to receive reports of such
abuse, neglect, or domestic violence:

(1} To the extent the disclosure is required
by law and the disclosure complies with and
is limited to the relevant requirements of such
Taow,;

(1} If the individual agrees to the
disclosure; or

(111} To the extent the disclosure is
expressly authorized by statute or regulation
and:

(A} The covered entity, n the exercize
of professional mdgment, helisves the
disclosure is necessary to prevent serious
harm to the individual or other potential
victims; or

(B} If the individual is unable to agree
because of incapacity, a law enforcement or
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other public official authorized to receive the
report represents that the protected health
information for which disclosure is sought is
not intended to be used against the individual
and that an immediate enforcament activity
thut depends upon the disclosure would be
matenally and adversely affected by waiting
until the individual is able to agree to the
disclosure.

(2} Informing the individual. A covered
entity that makes a disclosure permitted by
paragraph (c}(1} of this section must
prompily inform the individual that such a
report has been or will be mads, except ift

{1} The coversd entity, in the sxercise of
professional judgment, believes informing
the individual wonld place the individual at
risk of serious harm; or

(i1} The covered entity would be
informing & pasonal representative, and the
covezed entity reasonably believes the
personal representative is responsible for the
abuse, neglect, or other injury, and that
informing such person would not be in the
best interests of the individual as determined
by the covered entity, In the exercise of
professional judgment.

(d} Standard . uses and disclosures for
health oversight activities

(1} Permitted disclosures. A covered
entity may discloss pratected health
information to a health oversight agency for
oversight activities authorized by law,
including audits; civil, administrative, or
criminal imvestigations; inspections; licensure
or disciplinary actions; civil, administrative,
or criminal proceedings or acti ons; or other
activities necessary for appropriate oversight
of:

(i} The health care system;

(i1} Govermment benefit programs for
which health information is relsvant to
bene ficiary eligibility,

(111} Entities suhject to govermment
regulatory programs for which health
mfommation is necessary for determming
compliance with program standards; or

(iv} Entities subject to civil ri ghts laws
for which health information is necessary for
determining compliance.

(2} Exception to health oversight
activities. For the purpose of the disclosures
pemmitted by paragraph (d}(1} of this section,
a health oversight activity does not include an
investigation or other activity in which the
individual is the subject of the Investigation
or activity and such investigation or other
activity does not arise out of and is not
directly related to:

(i} The receipt of health care;

(i} A claim for public benefits related to
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health; or

(iif} Qualification for, or receipt of,
public benefits or services when a patient’s
health 1s integral to the claim for public
benefits or services.

(3} Joint activities oF trvestigations.
HNothwithstanding paragraph (d}2} ofthis
section, if a health oversight activity or
Investigation is ¢ onducted in conjunction
with an oversight activity or investigation
relating to a claim for public benefits not
related to health, the joint activity or

investigation is considered a health oversight
activity for purposes of paragraph (3} of this
section.

(4} Permitted uses. If a coversd entity also

Subpoenas

15 & health oversight agency, the covered
entity may use protected health information
for health oversight activities as perrm'tted[/
paragraph (d} of this ssction.

(e} Standard. disclosures for fudicial anrd
administrative proceedings

(1} Permitted disclosures. A covered

entity may disclose protected health
information in the course of any judicial or
administrative proceeding:

(i} In response to an order of a court or
administrative triunal, provided that the
covered entity discloses only the protected
health information expressly authorized by
such order; or

(i1} In response to a subpoena, discovery
request, or other lawful process, that is not
accompanied by an order of a court or
administrative tobunal, if:

(A} The coversd entity receives
satisfactory assurance, as described In
paragraph (2} 131} ofthis section, fom the
party seeking the information that reasonable
efforts have heen made by such party to
ensure that the individual who is the subject
of the protected health infommation that has
been requested has been given notice of the
request; or

(B} The covered entity receives
satisfictory assurance, as desenbed in
paragmaph (e} 1}(iv} ofthis section, fom the
party seeking the mformation that reasonable
efforts have heen made by such party to
secure a qualified protective order that mests
the requirements of paragraph (e}{1}(v} of this
section.

(ii1} For thepurposes of paragraph
(eI A} of this section, & covered entity
receives satisfactory assurances ffom a party
seeking protecting health infommation if the
covered entity receives from such party a
written staterment and accompanying
documentation demonstrating that:

(A} The party requesting such
information has made a good faith attempt to
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provide written notice to the individual (o, if
the individual’s location is unknown, to mail
& notice to the mdividual’s last known
address);

(B} The notice inchided sufficient
infommation zhout the litigation or proceeding
in which the protected health information is
requested to permit the individual to raise an
objection to the court or administrative
tribunal; and

{C} The time for the individual toraise
objections to the court or administrative
trihunal has elapsed, and:

(4} No objections were filed; or

(2} All objections filed by the
individual have been resolved by the court or
the administrative tribunal and the disclosures
heing sought are consistent with such
Tesolution

(iv} For the purposes of paragraph
(eI B} ofthis section, acovered entity
mecelves satisfactory assurances Tom a party
seeking protected health infommation, if the
covered entity recel ves from such party a
written statement and accompanying
documentation demonstrating that:

(A} The parties to the dispute giving 1ise
to the request for infommation have agreed to
a qualified protective order and have
presented it to the court or administrative
tribunal with jurisdiction over the dispute; or

(B} The party secking the protected
health information has requested a qualified
protective order fiom such court or
administrative tobunal

(v} Forpurposes of paragraph (&)1} of
this section, a qualified protective order
means, with respect to protected health
infomnation requested under paragraph
(e} 1}ii} of this section, an order of'a court or
of an administrative tribunal or a st pulation
by the parties to the Htigation or
administrative proceeding that:

(A} Prohibits the parties from using or
disclosing the protected health information
for any purpose other than the litigation or
proceeding for which such information was
requested; and

(B} Requires the return to the covered
entity or destruction of the protected health
infommation (including all copies made} at the
end of the litigation or proceeding,

{vi} Notwithstanding p aragraph (e}{1(ii}
of this section, a covered entity may disclose
protected health information in response to
lewfinl process described in paragraph
(e}(1}(ii} of this section without receving
satisfactory assurince undear paragraph
(e IHAIHAY or (B} of this section, if the
coveaed entity makes reasonable efforts to
provide notice to the individual sufficient to
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meet the requirements of paragraph (e} 13}
of this section or to sesk a qualified
protective order sufficient to meet the
1equirements of paragraph (e} 1}(iv) ofthis
section.

(2} Other uses and disclosures under this
section. The provisions of'this paragraph do
not supersede other provisions of this section
that otherwise permit or restrict uses or
disclosures of protected health infomation.

(£} Standard: discloswres for law
enforcement purposes. A covered entity may
disclose protected health information for a
law enforcement purposeto a law
enforcement official ifthe conditions in
paragraphs (f}{1} through (£){#} of this section
are met, as applicahle.

(1} Permitted disclosures: pursuant to
processand as otherwise required by law A
covered entity may disclose protected health
information:

(1} As required by law including laws that
require the reporting of certain types of
wounds or other physical injuries, except for
laws subjeet to paragraph (b}(1}(ii} or
(c)(1}{i} of this section; or

(11} In compliance with and as hmited by
the relevant requirements of:

(A} A court order or court-ordered
warrnt, or a subpoena or sumimons issued by
ajudicial officer;

(B} A grand jury subpoens; or

(T} An administrative reguest, inclding
an administrative subpoena or swmmons, &
civil or an authorized mvestigative demand,
or similar process mthorized under law,
provided that:

(I} The infommation sought is relevant
and material to a legitimate law enforcement
nquiry;

(2} The request is specific and lmited
in scope to the extent reasonably practicable
in light of the purpose for which the
infomnation is sought; and

(3} De-identified informati on counld
notreasonably beused.

(2} Permitted disclosures: limited
information for ientification and location
purposes. Except for disclosures required by
law zs permitted by paragraph (£}(1} of this
section, a covered entity may disclose
protected health information in response to &
law enforcement official’s request for such
informmation for the purpose of identifying or
locating a suspect, fugitive, material witness,
or missing person, provided that:

(1} The covered entity may disclose only
the following miommation:

(A} Name and address;

(B} Date and place of'hirth;

(C} Social security mumber,
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(D} ABO blood type and 1h factor;

(E} Type of injury;

(F}Date and time of treatment;

(G} Date and time of death, if
applicable; and

(H} A description of distingmishing
physical characteristics, including height,
weight, gender, race, hair and eye color,
presence or absence of facial hair (heard or
moustache}, scars, and tattoos.

(i1} Except as permitted by paragraph
(£}Z}(i} of this section, the covered entity
may not disclose for the purposes of
identification or location under paragraph
(£}(2} of this section any protected health
information related to the individual’s DNA
or DNA analysis, dental records, or typing,
samples or analysis of'body fluids or tissue.

(3} Permitted disclosure. victims of
crime. Except for disclosures rsquired by law
as pennitted by paragraph (£3(1) of this
section, a covered entity may disclose
protected health information in response to
law enforcement official’s request for such
information ghout an individuzl who is or is
suspected to be a vietim of a crime, other than
disclosures that are subject to paragraph (b}
or (¢} of this section, if:

(i} The individual agrees to the
disclosure; or

(i1} The covered entity is unable to obtain
the individual’s agreement because of
meapacity or other smergency circumstancs,
provided that:

(A} The law enforcement official
represents that such information is nesded to
determine whether a violation of law by a
person other than the victim has ocenrred,
and such information is not intended to be
used against the victim;

(B} The law enforcement o fiicial
represents that immediate law enforcement
activity that depends upon the disclosure
would be materially and adversely affected by
walting until the individual is able to agme to
the disclosure; and

(T} The disclosure is in the best
interests of the individual as detemmined by
the covered entity, in the exercise of
professional judgment.

(4} Permitted disclosure: decedents. A
covered entity may disclose protected health
information about an individual who has died
to a law enforcement official for the purpose
of alerting law enforcement of the death of
the individual if the covered entity has a
suspicion that such death may have resulted
from ¢riminal conduct.

(5} Permitied disclosure: crime on
premises. A covered entity may discloseto a
law enforcement official protected health






